Our Personal Data Trail

What is it and what can we do with it?
Alejandra Gomez Ortega

]
TUDelft

da sfi"g

YOUR PERSOMAL DATA SLIP
The data you leave behind

DESCRIPFTION

DATA SLIP or RECEIPT

Data collected by the products
and zervices you intéract with

Including examples (ex.)
EXPLAINING COMMON TERMS

TOTAL

How much 1z data worth to you?
Do you mind zeeing 1t here?

F1ll empty JOTALS with a pen!
PROFILE

General information sbout you*
ex. Neme and Birth Date
DEVICE

General device information’
ex. Computér or Phone

*See below for & full list

PUBLIC TRANSPORT CARD

For every journey
DATA TOTAL
1x PROFILE
1x Origin Station
ex. Delft
1x Destination Statlon
ex. Den Haag HS
1x Start and End Time
ex. 8:29 and 8:36
1x Mode
ex. Train 2" Clazz
1x Price
€x. 2.50 euro

SUPERMARKET LOYALTY CARD

For every purchaze
DATA TOTAL
1x PROFILE
1x Date and Time
ex. May 5 2022 18:05
1x Store
ex. Store, Addrezz
1x City
ex. Delft
1x Items
ex. Tomatoez, Cheeze



About me




What is personal data?



Types of personal data

Photo: Karolina Grabowska. Photo: iStockPhoto Photo: Karolina Grabowska.
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Sensor Data Self-Report Data Digital Log Data



[ ] e M+ (< 0 & facebook.com

Who benefits from person
data collection?

How do we use your information?

We use information we collect to provide a personalized experience to you, including ads,
along with the other purposes we explain in detail below.

For sogge of these purposes, we use information across our Products and across your
\ The information we use for these purposes is automatically processed by our
. But in some cases, we also use manual review to access and review your
ion.

To use less information that's connected to individual users, in some cases we de-identify or
aggregate information. We might also anonymize it so that it no longer identifies you. We use
this information in the same ways we use your information as described in this section.

Here are the ways we use your information:
To provide, personalize and improve our Products

We use information we have to provide and improve our Products. This includes personalizing
features, content and recommendations £, such as your Facebook Feed, Instagram feed 2,

Stories and ads. We use information with special protections you choose to provide for these

purposes, but not to show you ads.
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Who can benefit from personal
data collection?



Data donation

DATA-CENTRIC DESIGN LAB

Data-Centric Design

Project

DESIGNERLY
DATA DONATION

Data Donor Data Receiver



Examples of
data donation
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Our data donation approach:
two examples



Data donation of menstrual logs



Our approach
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YOUR
DATA -
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Invitation to Donate
8.000 Views

Download Copy of Data
35 Donors

mn

Donate Data
35 Donors

Reconstruct Context of Data
13 Donors

Value Gain Event
8 Donors
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Data donation platform

Upload your Data
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Our approach

- { DONATE
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-/ DATA
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Invitation to Donate

8.000 Views

Download Copy of Data
35 Donors

Donate Data
35 Donors

Reconstruct Context of Data
13 Donors

Value Gain Event
8 Donors
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Reconstructing the context of data
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Skin
Sleep Duration
Social Mood
O Text
Weight
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Reconstructing the context of data
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Reconstructing the context of data
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Reconstructing the context of data
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May 2019

Jun 2019

Jul 2019

€113

Aug 2019

QD

Sep 2019

100D

0ct 2019

Nov 2019

Dec 2019

GoonD

Jan 2020

Feb 2020

Mar 2020

L1111 ]

Apr 2020

May 2020

aDn

(€115}

Jun 2020

8

Jul 2020

(€1 1110)

Aug 2020

13}

QL

Sep 2020

0Oct 2020

a

Nov 2020

Dec 2020

DD

Jan 2021

[e 11010}

[€1119)

Feb 2021

@D

Mar 2021

111D

Apr 2021
May 2021

2021

Jun

Jul 2021

[e11113]

Aug 2021

Sep 2021

111)

0Oct 2021

Nov 2021

Type

(O Ailment
Collection Method

(O Contraceptive IUD
Cravings

(O Digestion
Exercise
Hair
Medication

_) Menstrual Bleeding
Menstrual Fluid

(O Menstrual Pain
Mental State
Mood
Motivation

() Personal Energy
Poop

(O Sexual Activity
Skin
Sleep Duration
Social Mood

() Text
Weight

18



Day of the Month
; R 8

8

2

Reconstructing the context of data
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Reconstructing the context of data
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Reconstructing the context of data
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Data donation approach

Download Copy
of Data

Upload Data

Explore and Donate
Data
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Reconstruct Contex ot Data
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Data donation platform
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Hour

Data donation platform

Il 0:03/0:04 ee—— @E P 0:04/0:04 e——— )

Reproduce Audio from Interaction
® Selected

20 ® : 20 3

Hour

.. Select Points to Remove from Donation

Transcript: Trained voice model

o kS
Dat:: 05/23/2021, 07:50 ! 2
5 8 a 5 b ¥
May 2021 Jul 2021 Sep 2021 Nov 2021 Jan 2022 Mar 2022 May 2022 May 2021 Jul 2021 Sep 2021 Nov 2021 Jan 2022 Mar 2022 May 2022
Date Date
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Data donation approach

Explore and Donate
Data

Download Copy

of Data Upload Data
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Reconstruct Contex ot Data
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Reconstructing the contex of data

Transcript:  Trained voice model OK Google: bedroom £ e
ﬂ ;})} Timestamp: Day, Month, Year @ Hour l"ihf}} oy data? 5“"" m ! u rl l T, Ba L
uring thy rmezozz "“ il gl
(/ntended: tl’aln/ng) Lignts - v “;mM - mp nightstand
:::e — @ﬂ‘c@;ﬁ Fso b g gl I g kerm IIVI ng
Musi § temperature
Bt - v colour

Timestamp: Day, Month, Year @ Hour :
(Intended: playful) N . WE W

3 vy, -2
foiin e Siasassauety W8, - @
x | Eng | A . & §\-

[j ) Transcript:  Hey Google, tell me a joke in Dutch ' ginss entl’y OO
) it

Transcript:  Hey Google, put on the sex lights 3 / >
[j ;})} Timestamp: Day, Month, Year @ Hour N Ca” - =
(Intended: common request) 2 N [T > < “'
e Y & girlfriend Se
" & count tlmer

cancel

?‘8\0‘

Timestamp: Day, Month, Year @ Hour ol cast _bluetooth m!enUteS
(unintended: background conversation) o yamaha w. ™

= =% MUSICHESes

[j Transcript:  OK Google, what is the yard clendening @ ®t| me alarm
)

Acceptability and Sensitivity Score

2 1.0 1 2
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Finding the unexpected

D1 \“EVERYTHING TOGETHER IS QUITE SENSITIVE” Sensitivity Score
D2 “NOW I'M SURPRISED”
D3
D4 - “IT NEVER CROSSED THE LINE”
D5 iOH! OK IT WAS RECORDED B
D6 - “IT IS SOMETHING YOU DO BY YOURSELF”
D7
D8 \“THE INFORMATION ITSELF IS VERY SENSITIVE”
D9 v“IT IS VERY INTIMATE” '
D10 1“CAN YOU MAKE THAT SENSITIVE?”
D11 \“THERE IS MORE PERSONAL INFORMATION IN THERE” 2
EE Tipping Point
D14 “l DON'T FEEL COMFORTABLE SEEING IT” imany
D15 —— — — — — No Tipping Point
D16 V“IT IS VERY SENSITIVE ACTUALLY” -~ No Interview
D17 - “IT TELLS ABOUT MY ROUTINES. WHEN | AM HOME”
D18 “YOU CAN KNOW MY INTERESTS FROM IT, WHERE | AM”
D19 \“GOOGLE FEELS LIKE A STALKER”
D20 \“MY VOICE IS A VERY PRIVATE THING”
D21 4 “REALIZING ALL THE DATA THAT IS THERE WAS A MOMENT OF REAL EMOTIONAL RESPONSE”
D22 | | 1“INFORMATION ABOUT SOMETHING I DID WITHOUT BEING TOO CONSCIOUS™
ot ) o\ st 39 S @ o0
Gl d® "\Oﬁ pe” 0(\\0‘@0 ¢t W @ and R
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Awareness
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The Slip

Data Controller

Wearables

Mobile Apps

PUBLIC TRANSPORT

SUPERMARKET

BANK

SMART WATCH

SMART RING

WEATHER

NAVIGATION

WEB BROWSER

EMAIL

INSTANT MESSAGING

MUSIC

SOCIAL MEDIA

DATING

PERIOD TRACKER

Response Time

%,
s, ~
(a0

i . 1 to 30 days
| ® Response Format
7 ‘ . Digital files sent by email
il . ‘ Digital files (USB) sent by mail
Printed files sent by mail
1 o
: ®
: ®
®
Via Email Via Web Platform Via App

Request Mode
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Reactions to dataslip
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Get your Personal
Dataslip

edu.nl/67xhw



Thank You!

Alejandra Gomez Ortega
a.gomezortega@tudelft.nl
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TUDelft
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YOUR PERSOMAL DATA SLIP
The dats you leave behind

DESCRIPTION

DATA SLIP or RECEIPT

Data collected by the products
and zervices you intéract with

Including examples (ex.)
EXPLAINING COMMON TERMS

TOTAL

How much 1z data worth to you?
Do you mind zeeing 1t here?

F111 empty TOTALS with = pen!
PROFILE

General information sbout you*
ex. Neme and Birth Date
DEVICE

General device information®
ex. Computér or Phone

*See below for & full lizt

PUBLIC TRANSPORT CARD

For every journey
DATA TOTAL
1x PROFILE
1x Origin Statlon
ex. Delft
1x Destinatlon Statlion
ex. Den Haag HS
1x Start and End Time
ex. 8:29 and 8:36
1x Mode
ex. Train 2" Clazsc
1x Price
ex. 2.50 euro

SUPERMARKET LOYALTY CARD

For every purchaze
DATA TOTAL
1x PROFILE
1x Date and Time
ex. May 5 2022 18:05
1x Store
ex. Store, Addrezz
1x City
ex. Delft
1x Items
ex. Tomatoes, Cheeze
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